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The rise and evolution of the knowledge society has brought evident advantages for humans; however, at the same time,
new risks and treaths to the integrity of the information that flows constantly from one community to another have
appeared too. This situation leaves at risk a very important aspect of contemporary life: knowledge transmission. Thus, the
search for methods that enable secure information exchange has become a relevant topic of current scientific and
engineering education research, which is closely related to the ethic values of modern society. In the current paper, a novel
solution to the secure exchange of engineering education data, in the context of environmental pollution research at

Mexico City, is presented.
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1. Introduction

The application of cryptographic techniques is con-
sidered to be a fundamental feature in achieving the
protection of data exchanged through insecure
channels, regardless of the content, topic or inten-
tion of said data. On the other hand, security
incidents are reported throughout literature,
regarding the lack of protection of a particular
kind of information, apparently inoffensive, but of
which informatic delinquents take advantage for
their attacks [1]. In this sense, many private and
governmental organizations are interested in a
better protection for the data they store and trans-
mit, in order to avoid these valuable resources from
being consulted or even altered by non authorized
personnel [17-20].

The Federal District Institute of Science and
Technology (ICyTDF, Instituto de Ciencia y Tecno-
logia del Distrito Federal in Spanish) of México,
through the projects PIUTE10-77 and PICSO10-
85, has been developing methods to predict air
contaminants concentrations by applying several
of the Alpha-Beta Associative Models. Such meth-
ods were selected given their competitive perfor-
mance exhibited in previous experiments, regarding
the prediction of air quality. Such knowledge
regarding future foreseen levels of air quality in
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Mexico City is of particular value for both autho-
rities and the population, since it enables and
improves decision making related to health and
environmental engineering knowledge manage-
ment, particularly for selecting emerging measures
before exceptional situations [2, 21].

An inadequate management of such knowledge
can lead to excessive alarms, inaction, or increased
costs and spending, making said knowledge of high
sensitivity for the Mexico City government. This is
why the current security solution has been devel-
oped, based on the use of cryptographic protocols
and algorithms.

The rest of this paper is organized as follows:
section 2 is dedicated to explaining the crypto-
graphic concepts used by the method included in
the proposed solution: the replicated sets protocol.
The third section describes the proposed solution, as
well as some of it’s the architectural and design
aspects. Then, the implementation is further
detailed, while the experimental results are dis-
cussed in section 5. Conclusions are presented in
section 6, and finally the references are presented.

2. Cryptographic preliminaries

This section is dedicated to introducing and discuss-
ing the cryptographic methods that give the pro-
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Fig. 1. Ideal model for a secret communications system.

posed solution its security and strength. First, a
short introduction to cryptography and secure
data transmission is given; in order to later present
the particular technique to be used: the method of
replicated sets.

2.1 Cryptography and its premises

Theideal model for a secret communications system
was proposed by Claude Shannon in 1946 [3]; a
simplification of that model is presented in Fig. 1.
The model reflects the exchange of ciphered
information by means of an algorithm, which
allows a transmitter to convert a clear text P into a
ciphered text C, by means of a set of complex
operations involving a key K, increasing the
degree of confusion and diffusion of the symbols
storing the information. The same algorithm
decodes the ciphered text into the original clear
text, with help of the known key K, which is secretly
transferred through a secure communications chan-
nel. In practice, a channel is considered to be
insecure if it has present an interceptor capable of
capturing the ciphered texts, and which in many
cases knows the algorithm that allows it to code and
decode clear and ciphered texts [4].
The proposal of a perfect secure system includes

[5]:

e The length of the key and the clear text to be
ciphered coincide.

e The basic characters making up the key are
selected randomly.

e The key is used for a single session of messages
exchange.

Practice forces many restrictions to the total satis-
factions of the former requirements, thus giving rise
to many proposals trying to substitute the secure
communications channel by means of exploiting the
insecure channel to exchange the cipher keys,
usually making use of asymmetric cryptography
[6]. The following attributes of security are generally

recognized [4, 7-10]: confidentiality of the exchange;
data integrity; authentication of information, users
or services; auditability; availability; and no repu-
diation.

It is generally accepted that Cryptography con-
tributes substantially to achieving these attributes in
several contexts, and has become in later years an
essential tool for information security solutions [10].
Cryptography is based on some peculiar premises,
which distinguish it from other approaches to
information security. Especially, it presupposes
the presence of an interceptor which has access to
the communications channel and, more often than
not, with explicit knowledge of the cipher algorithm
employed (but not the key). Also, the interceptor is
able to capture the ciphered text being transmitted
on the communications channel. Thus, cryptogra-
phy focuses on making the decoding of the captured
information as complex as possible.

2.2 The replicated sets method

The method of the replicated sets [11] enables the
exchange of cipher keys through an insecure com-
munications channel, deriving said key from the
position of an element in a secret set which both
transmitter and receiver share, previous to the first
exchange between them. This method exhibits the
following general characteristics:

e It is a two-part protocol [4]; in other words, is
based only in establishing rules of exchange
between transmitter and receiver.

e The protocol is composed by three phases: key
exchange and cipher transmission; transmitter
authentication; and receiver authentication.

e Instead of asymmetric algorithms (which are
slower in run-time for many cases), it uses a
generic symmetric cipher algorithm, which
allows a proper selection, tuned to each particular
application.

e Uses of fundamental cryptographic functions,
such as hash functions [12-14].
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e The foreseen operations for modifying the con-
tent of the shared set are elemental and configur-
able, which facilitates their implementation either
by software, hardware, or a hybrid approach.

Now, let us see the operation of the method in its
three phases in greater detail.

2.2.1 Key exchange, cipher transfer and transmitter
authentication phases

As mentioned before, both transmitter and receiver
share some secret information previous to the
exchange of the keys. This secret is the set 0% of
cardinality N (sufficiently large), made up by ran-
domly generated integer numbers. Then, the keys
exchange, cipher transfer, and the transmitter
authentication are done by following the steps
described below.

1. The transmitter generates a random sequence w
of w positions (w<<N) in order to concatenate
enough symbols to generate a key K, to be
applied in the corresponding cipher algorithm.

2. The transmitter ciphers file P (in clear text)
using the corresponding cipher algorithm and
the key K. That is:

C = fx(P) (1)

3. The transmitter computes a hash of the clear
text P.

H = h(P) 2)

4. The transmitter sends over the insecure com-
munications channel the sequence w, the
ciphered text C, and the value H.

5. The receiver obtains from the channel the
sequence w’, the ciphered text C’, and the
value H', generating the key K’ by concatenat-
ing the values in the secret set, occupied by the
positions given by w’. Notice that each element
received on the insecure channel may have been
altered in transit (accidentally or consciously),
thus they are denoted as w’ instead of w, for

instance.
6. The receiver executes the following operations:
P =[%(C) (3)
H" = h(P') (4)

7. IfH’'=H" then:
P =P (5)

The operation described in step number 7
constitutes the phase of transmitter authentica-
tion before the receiver, which s based on the
success of recovering a clear text whose hash

value corresponds to the original text. The
latter implies that:

c'=C (6)
P =P (7)
K'=K (8)

Equations (6), (7), and (8) indicate that the
interceptor was unable to modify in a harmful
manner the messages exchanged over the inse-
cure channel.

2.2.2 Receiver authentication phase

Once the receiver has successfully done the opera-
tions of steps 5 and 6 mentioned in the former phase,
its own authentication takes place. This phase is
characterized by a previous agreement between
both parties about a specific set of operations,
proposed by the receiver, which will be applied to
both sets Q“ for each session Z of key exchange and
ciphering.

Let ¢ ={01,02,...,0,} be a set of m binary
operations whose arguments are two elements of
the set Q) and whose result is stored in position 1 of
the set Q). Given X;, X; € Q\¥), the operations in ¢
may be expressed as:

Xi—o, (X3, Xj): 1 <r<m 9)

Notice that X; € Q“*D meaning that the
selected operation modifies the element X; of the
set. The latter set Q“!) will be used in the following
session of key exchange.

Let A = {\i, X2, ..., A;} with @ <m be a sequence
of operations taken randomly from . Then, the
receiver authentication phase is made up by the
following steps:

1. The receiver selects randomly the positions i, j,
and 1, in order to apply (9) to each operation in
sequence .

2. The receiver applies the modifying operations
on set Q® and calculates the hash value of the
obtained set.

Hr = h(Q%")) (10)

3. Thereceiver send the transmitter the cipher CA,
composed by the concatenation of the sequence
A; the operators 1, j, 1 for each operation in A
(which will be denoted as A + {i, j, 1},); and the
hash value of Q“*1). The same key recovered
from the exchange with the transmitter is used,
calculating
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4. The transmitter receives Hr’ and CA’, applying
the processes expressed in (12) and (13).

A+, j, Yy = fi(CA) (12)

5. The receiver applies the modifying operations
on Q@ obtaining Q¥ and its hash value.

HY = h(Q“*V) (13)
6. IfHr’ = Hr then:
Q(Z+1)' _ Q(z+1) (14)

In step 6, the receiver concludes that both sets have
been modified and that there is a high probability
that they contain identical data, therefore the
exchange of session Z+1 can take place successfully.
The actions expressed in equations (12), (13), and
(14) make up the receiver authentication phase.

2.2.3 Security of the replicated sets protocol

The method of replicated sets approximates Shan-
non ideal model in the following aspects:

e The selection of the elements which form the key
is made randomly.

e The set Q¥ changes notoriously for each
exchange session, thus reducing the probability
of deriving a key identical to that of the previous
session, even when the same positions are
selected.

e The security of the protocol is sustained by the
security of both the symmetrical cipher and the
hash function used, making this method scalable,
flexible, and able to incorporate new algorithms.

On a different track, the described protocol follows
the usual course of events in communication. The
actual implementation, then, should take appropri-
ate measures of contingency to inform any or both
parties that some process has been aborted once
started. In such situation, the exchange would
continue using the secret set from the previous
session.

The most promising approach to attack such
protocol lies in supplanting the privileges of either
the transmitter or the receiver by the interceptor
through the capture of the set Q¥). Therefore, it may
be advisable to keep this set as a ciphered file,
obtaining during run-time a particular element of it.

3. Proposed solution

The basic architecture of the proposed secure com-
munications system for transmitting air pollutants
concentration knowledge follows the client-server
model, in order to take advantage of well-known
and tested technologies, such as the TCP/IP proto-

col stack [15]. In this sense, a deployment model [16]
consisting of two generic components is proposed;
the two components are a server module and a client
module.

The client component is physically located near
an environmental data acquisition station, and has
a data processing login including:

A symmetric cipher algorithm.

A key generation algorithm, based on the use of
the secret replicated set.

A hash function.

An implementation of the replicated steps proto-
col, related to the transmitter.

On the other hand, the server component is located
in a central site with physical security, in which the
implementation of the replicated sets algorithm
related to the receiver is included. Thus, the server
is expected to receive ciphered data, verifying them
by means of the previously described processes of
hash functions, cipher, replicated set modifying
functions and operations, as well as communicating
with the client.

Also, the server should follow a process of con-
figurable consult to the clients for the environmental
data exchange and its preprocessing before delivery
to the Alpha-Beta associative model for its Pattern
recognition processing [2, 21].

Additionally, both client and server modules
include a graphical user interface (GUI) which
allows them to present any information of interest
to the user. Fig. 2 illustrates the deployment of the
different nodes of the proposed system. Notice that
communication is done only from clients to server,

{ Clients )
Client 1 Cliant 2 Client 3 Client n

Fig. 2. Deployment of the nodes in the system.
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Fig. 3. System architecture

thus ensuring no exchange of information takes
place between the clients through the server.

On the other hand, Fig. 3 shows the main ele-
ments of the system architecture, both of the client
and server modules. The business logic associated to
the keys and agreements exchange of the crypto-
graphic algorithms is executed in user mode of the
operating system. Meanwhile, the rest of the logic
related to the information cipher and decipher is run
in the kernel mode of the operating system.

The connection between server and clients is done

File Edit View Option Help

Bk Y¥ € € & [9

using the TCP/IP protocol stack by means of the
Winsock subsystem (5). Once the connection has
been established, the Protect Connection subsystem
(1) begins the process of protecting the connection.
For this, the key and cryptographic algorithm
agreement messages are exchanged between server
and clients. The Key Generator subsystem (2) is in
charge of generating the keys in both sides of the
connection, parting from the exchanged informa-
tion. Then, the configuration information (keys and
algorithms) is sent to the NDIS Intermediate Driver
(7) through the Driver Configuration subsystem (3).
For the information transmission, it is necessary to
establish a communication between the user mode
and the kernel mode of the operating system. In this
case, Kernel32 (4) is used as a bridge to reach the
Subsystem I/0 Manager (6). It is the latter which
notifies NDIS of the presence of new data, as well as
the time for ciphering and deciphering the
exchanged information.

The NDIS Intermediate Driver is found right on
top of the physical network layer, above the Net-
work Interface Card (NIC), and below the transport
layer [15]. At this level, the NDIS can cipher and
decipher the information regardless of the applica-
tion which uses it. This circumstance allows a future
extension of the current implementation to support
other applications in a transparent manner [19, 20].

4. System implementation

Figure 4 shows the server GUI, which supports the
following functionalities:

e Administration of the files containing the repli-
cated sets for different sessions.
e Configuration of the request plan for the files

=] %E
c Client1
c Client2
c Client3

Date
Clientl
01/11720m
01/11/720m
Client2
01/11720m
01/11720m
Client3
01/11/720m

Time
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AM 11:55:58

AM 11:52:58
AM 11:57:13

AM 11:53:47

Key
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Request file to Client 1
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Client2 lost the connection with the Server
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i

Fig. 4. Server graphical interface.
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Session Key Files:

Status Time
Used 01/11/2011 11:45:32 AM
7237key  Used 01/11/2011 12:27:16 AM
K6335671key  Pending
K0044762key  Pending
K2884676key  Pending
KB8337569key  Pending
K5937596key  Pending
K3577821key  Pending
K0013478key  Pending

R R I

Add ] [ Remove

Fig. 5. Configuration of the replicated sets files.

containing the environmental engineering infor-
mation, stored in the clients.

e Maintain a register of the environmental data files
received, both in general and from each client.

e Log the traces generated by the application.

e Administration of clients, users, logs, algorithms
configurations, networks and connections rules,
among other configurations.

Initially, the server requires the establishment of the
replicated sets on independent files. It is through the
configuration interface (see Fig. 5) that the user can
configure the replicated sets files for each session.

Also, the user may increase the degree of auto-
mation by programming a request plan for the files
containing the environmental information, which
shall be delivered by the different clients, as shown in
Fig. 6.

The user can program the requests of file form the
client with different frequencies (hours or days) and
for a particular period of time, either until the
request set has been cleared or a specific date has
been reached.

On the other hand, the client application is a lot

© File request * *
Send file to de Server...

10:12 AM

<« &~ E D

Frequency
Hourly Daily
© Every 1 houris) © Every 1 day(s)

Stat: 120000AM @~ Stat: 120000AM @~
Weekly

) Recurevery 1 week(s) on:

[F] Monday [ Tuesday [F] Wednesday

[7] Sunday

[] Thursday [ Friday [ Saturday

Stat: 12:00:00PM  [E~

Range of recumence

Stat: 11/ 172011 » © Noend date

() End after 10 &=
©) Endby 1/ 272011 =

Fig. 6. Configuration of the request plan.

lighter (being even deployed as a system tray appli-
cation), supporting the following functionalities:

e Receiving notifications from the server (see Fig.
7a).

e Configuration of the path of the environmental
information files to be sent (see Fig. 7b).

e Configuration of the path of the replicated sets
files.

e Configuration of supported cryptographic algo-
rithms, network connections, among others.

At the beginning of each session, the server agrees
with the client the following information:

e Which file containing the replicated sets is to be
used for the current session.

e Which cryptographic algorithms are to be used,
along with their particular configurations.

The latter enables a dynamic updating of the main
elements which take part of the protocol, without
affecting directly the implementation of said proto-
col.

@-‘ .

Open File...

Key Folder Location

Preferences

Help
Exit

(€))
Fig. 7. Client graphical interface.

(b)
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5. Experimental results

The replicated sets protocol has been tested experi-
mentally, both on point-to-point connections, as
well as local and global networks. The implementa-
tion of the protocols main operations in a device
driver has enabled the inclusion of the rules defined
by said protocol in several applications, achieving
secure information transmissions.

A test scenario consisting of three computers
communicated through TCP/IP was built. Two of
these computers executed the client and server soft-
ware modules, respectively; while the third compu-
ter ran a network packet sniffer, in order to simulate
the presence of an interceptor.

The test cases which were run have shown that the
operations foreseen in the implementation are exe-
cuted correctly, accomplishing successfully all of the
following phases:

e Cipher keys exchange through the insecure chan-
nel.

e Authentication of both transmitter and receiver.

e Update of the replicated sets on both sides.

The tests applied to the current implementation
show that the exchange done does not compromises
the information to be protected, given that it is
completely contained in ciphered packets and hash
values. This latter fact supports the relevance of this
system in terms of practical information security [4,
10, 17, 18].

6. Conclusions and future work

The proper management of the environmental data
justifies the adoption of protective measures to
avoid any accidental or malicious alterations of
said data. The application of cryptographic techni-
ques to the former task has been adopted, since they
offer a good coverage of the security attributes while
exploiting available communications networks,
which usually are considered to be insecure.

This combination of needs, technology, and
requirements support the security proposal dis-
cussed in this paper, which is based on the replicated
sets technique. Such proposal offers several advan-
tages: solid mechanisms for randomly selecting
cipher keys, very low probability of reusing the
same key on two successive cipher exchange ses-
sions, and integrity control of the main objects of
the system through hash functions and symmetric
cipher algorithms.

The basis of the replicated sets protocol allows a
flexible configuration of different cryptographic
algorithms, either owned or developed by a third
party, as well as enabling the development of
implementations on software, hardware, or a

hybrid (e.g. a combination of hardware on the
client and software on the server). Also, the pre-
sented solution guarantees seamless collateral
mechanisms for the authentication of both trans-
mitter and receiver, without compromising the
functional performance of the implementation
used.
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